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RSAتطبيق  تشفير   والمنحنيات الإهليلجية في تشفير المفتاح العام    

 2نعيمة الفيتوري عمي  ،  1 ىدى محمد خلاط
 جامعة صبراتو قسم الرياضيات، كمية العموم،

 جامعة الجبل الغربي العموم، كمية ،قسم الرياضيات
 مستخمص: 

    خيرة ، وجددت الدراسدات المعاصدرة حدول الت دفير أن ت دفير في السنوات الأ
ىو أسموب للأمان يتم استخدامو في تطبيقات مختمفدة ملدل التحدويلات الماليدة للاتصدا ت 
ن إالعسدددكرية و فدددي أي منطقدددة كمبيدددوتر نحتددداج فييدددا للدددك الأمدددان ، عدددلاوة عمدددك  لددد  فددد

 ات المستخدمة في ا تصال حساسة لمغاية وتحتاج للك حماية .البيان
التدي تقددم بعدل النظريدات     عداد المتعمقة ب تتضمن ى ه الورقة نظرية  الأ

وخوارزمياتيا مع لن اء المفتاح العدام وتعتمدد قدوة الأمدان عمدك حجدم  RSAولدييا للبات ل 
 المفتاح الكبير.

بالإضافة للك  ل  ، يعتمد ت فير المفتاح العام عمك صعوبة حل م كمة رياضية 
ندو مدن الصدعب تحميدل عددد صدحي  أمنة عمك افترال آوىي     معينة ملل خوارزمية 

 كبير يتكون من عاممين أوليين أو أكلر .
 كعددلاوة عمددك  لدد  فددي ىدد ا البحددث يددتم تضددمين ت ددفير جديددد يعتمددد عمددك منحندد

وت دفير المنحنيدات الإىميمجيدة وأملمدة مفيددة        ارنة قصيرة بين طريقة لىميجي مع مق
 مختمفة  ات صمة.

 كخوارزميدة منفصدمة ، ت دفير المنحند    , طريقدة ت دفير  الكممات  المتتتيةا : 
 الإىميجي ، حقول محدودة.
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Abstract:  

In recent years, contemporary studies on cryptography have 

found that RSA cryptography is an essential technique for security 

that is used in different applications such as military, 

communication, financial transfers any computer area where we 

need security. Furthermore, it is the data used in communication, 

that is very sensitive and it needs to be protected.  

This paper involves the number theory related to RSA 

providing some theorems and has a proven of RSA and its 

algorithms with key generation; the strength of security depends on 

large key size. Whereas the ECC has displayed same level of 

security with relatively small key sizes. In addition, public key 

cryptography is based on the intractability of certain mathematical 

problem, such as the RSA algorithm, are secure assuming that it is 

difficult to factor large integer composed of two or large prime 

factors. 

Furthermore, a new cryptography based on an Elliptic Curve 

is involved in this paper, with a short comparison between ECC and 

RSA, and different related useful examples. 

Keywords: RSA cryptography, Discrete Algorithm, Elliptic 

Curve Cryptography, finite field. 

 

1- Introduction:  
Nowadays, information is considered as one of the most 

important commodities of humanity; whilst protecting it is one of 

the most fascinating challenges of these times. Cryptography is the 

main tool that has helped meet that challenge; it is best defined as, 
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the science that studies methods and procedures to modify data, in 

order to achieve the security features.  

The concept of public key cryptography has a vast history 

starting with the scheme introduced by Deffie and Hellman [21] in 

1976.  

Various mathematical algorithms are used to try to cover one 

or more of these basic safety features. The level of compliance with 

objectives is difficult to evaluate, since several algorithms can be 

vulnerable to various attack techniques. Current cryptography 

started in the second half of the 19-70s, with the invention of a 

system known as DES (Data Encryption Standard) in 1976 that 

became known widely, especially in the industrial and commercial 

world. Later the RSA (Rivest, Shamir and Adleman) in 1978, 

marked the beginning of cryptography in a wide range of 

applications: military transmissions, financial transactions, satellite 

communication, computer networks, telephone lines, television 

broadcasts and so on. Cryptography is divided into two main 

branches, private key cryptography or symmetric cryptography, 

where encryption and decryption use the same key, such as data 

encryption standard and advanced encryption standard. Instead of 

using the same key to encrypt and decrypt data, the RSA system 

uses a combined pair of keys. Each key gives a one-way 

transformation in the data. Therefore, each key is the inverse of the 

other: what one does, only the other can undo.  

The Public Key, RSA is published by the owner, while the 

private key is kept secret. To send a private message, the sender 

encrypts it with the desired recipient's public key. Once that has 

been encrypted, the message can only be decrypted using the 

recipient’s private key. Conversely, the user can encrypt data using 

a private key. In other words, the keys of the RSA system can be 

used in any direction. This provides the foundation for digital 

signatures: if a user can decrypt a message with someone else’s 

public key, the other user must necessarily have used their Private 

Key to encrypt it originally.  
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From the moment that only the owner can use its private key, 

the encrypted message becomes a kind of digital signature and is a 

document that no one else can produce [1], [3] and [4].The aims of 

this paper are to study RSA cryptography, its goal is to save data 

secured that's related to the RSA theory. Consequently, early public 

key systems, such as the RSA algorithm, are secured supposing that 

it is hard to investigate a large integer composed of two large prime 

factors or more. Moreover, the researchers have attached the RSA 

algorithm with comprehensible examples.   

In this paper, we have discussed another complex, algebraic 

object which is known as an "Elliptic Curve". Elliptic Curve 

Cryptography (ECC) is a mathematical technique that has been 

used form more than 25 years. It was explained in 1985 by Neal 

Koblitz and Victor Miller. Based on using a group of points on an 

Elliptic Curve (EC) public key cryptography, the ECC was 

born[15]. 

In addition, this research investigates Elliptic curve in terms 

of applications as a new variation on the RSA scheme, which is 

based on algebraic geometry and shows how it uses in secure 

cryptography. Finally, in section 12 we explain Elliptic Curves to 

illustrate point addition and doubling and ECC which is also 

considered over field   
  and    in the affine coordinate and 

projective coordinate, wherein the main point in this section is that 

ECC is related to RSA cryptography regarding encrypting and 

decrypting messages. Additionally, a few simple examples are 

provided. 

2-The GCD and LCM Algorithm 
Both the Greatest Common Divisor (denominator) gcd, 

which is also named as the Highest Common Factor hcf and the 

Least Common Multiple lcm are necessary concepts behind 

understanding RSA where the gcd of two or more integers, b and c 

which is denoted by gcd(b,c) is defined as the biggest number  a 

that satisfies a\b and a\c.  
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For example, gcd(6,15)=3 since      and        , 

where each factorization, has one 3 common as a result  

hcf(6,15)=3, thus3/6 and 3/15 .  

Furthermore, the focus point is that when the gcd is equal to 

one (b,c)=1 then  b and c are called Co-prime or Relatively Prime. 

This is used in RSA cryptography technique [7], [13].  

For instance hcf(13,24)=1 since 13=13  and 24=        

, have no visible common prime factor , also gcd(5,6)=1 since 5=5 

and 6=    .  

On the other hand the Least Common Multiple lcm is known 

as the smallest nonnegative integer that is a multiple of each integer 

which is symbolized by lcm(b,c) .  

3-Euler’s Function    , Fermat’s and Euler’s theorems:  

Both these theorems are essential for public key 

cryptography, where the Euler function      is the size of the set of 

integers between 1 and n-1which are co-prime to n. For example to 

determine      we have the set   ={0, 1 ,2 } ;therefore, the co-

prime number is the set{1,2} so (3)=2, as well as  (9)=6 

since{1,2,4,5,7,8} are relatively prime to 9, In addition  (3*2)=   

(3)*   (2)=2 same as   (6) which is 2 since{1,5} are co-prime to 6 . 

Furthermore there is a lemma which says that if a and b are primes 

then                 . Euler’s Theorem says "for any 

integer     if gcd(a,m)=1 then                

"[6],[11],[12]. For example if m=5 then   (5) =4 since 5 is a prime 

number so applying the theorem give us: If a=1 then       ,also  

if a=2,3,4 then as a result 16, 81 and 256         .  

Also investigation was done into [13] Fermat’s Theorem also 

known as ‘Fermat’s Little Theorem’ which says if hcf(a,p)=1 where 

p is prime and a is integer then              . 

For instance if p=11 and a=7 where  7 is co-prime to11 , then 

Fermat’s theorem tells us that                 =282475249.  

Consequently this theorem is helpful for determining the 

multiplicative inverse of an integer a due to                .  

In addition it is a special case of Euler’s Theorem when the 

modulus m is prime.  
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Corollary:  

If a is an integer, p a prime, does not divide a and   
          , then the following relation is satisfied   
          .  

4- The Chinese Remainder Theorem:  

The Chinese Remainder Theorem (CRT) says that there is a 

unique solution to the system of linear congruencies if the moduli 

are pair-wise co-prime.  

CRT is useful for factoring the huge numbers which are 

needed in RSA cryptography.  

Theorem: (Chinese Remainder Theorem) Let 

              be positive integers that satisfy    (     )  
         ,(i.e are relatively primes in pairs) , furthermore let  

            be integers ,then the system of linear 

congruencies : 

             

             
             

Has a simultaneous solution  , where           
                

In addition, any two solutions are congruent to one another 

modulo m , proof [6], [3].  

Example 1  

Find the solution of            ….(1), and   
         ….(2).  

Solution: It can Clearly be seen that 12 and 35 are relatively 

prime gcd(12,35)=1 , therefore CRT can be used to solve the 

system by following the steps for the first solution of congruence 

(2), which should be written as the form         , where y 

denote an integer, then substitutes it into congruence (1), to give 

6+35            , so               ,which equal to 
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            because 35=36-1, therefore         
                        , as a result  y=3 , then x=111, 

finally the check for the solution is easy and thorough due to: 

                                . 

5- Public Key Encryption:  

Public Key Algorithm is asymmetric when there are two 

different keys, one used to encrypt the message and one used to 

decrypt it.  

The encryption key is named as a public key, while the key 

which decodes the message is known as a private key.  

5-1-Definition (Public Key Cryptosystems):  

"A cryptosystem consisting of a set of enciphering 

transformations {   } and a set of deciphering transformations { 

  } is called a public key cryptosystem or an Asymmetric 

cryptosystem if , for each key pair (e,d) , the enciphering key e , 

called the public key , is made publicly available , while the 

deciphering key d , called the private key , is kept secret.  

The cryptosystem must satisfy the property that it is 

computationally infeasible to compute d from  , "[4].  

5-2 -The Basic Principle:  

Suppose that Ala intends to send a decryption message to her 

sister Fatema, therefore the recipient (Fatema) has to know the key. 

On the other hand, it may be unsafe for the sender (Ala) to tell 

Fatema what the key is. Because she does not want her Brother Ali 

listening in on their conversation and discovering what the key is. 

As a result, Ala and Fatema decided to use public key 

cryptography, so they have their own key pairs which consist of a 

public and a private key.  

If they use the public key to encrypt a message, then only the 

private key can decrypt it, therefore it is impossible to know the 

private key, so this technique means that Ala and Fatema are 

unconcerned if Ali knows their public keys. Consequently, if the 
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message is sent to Fatema, it is encrypted using Fatema’s public 

key, after which it is decrypted by using Fatema’s private key.  

In addition, the message cannot be decrypted by Ali, since 

Ali do not know Fatema’s private key. 

6-The RSA cryptography:  

The mathematical principle for RSA cryptography is 

explained in [6] by the following lemma.  

Lemma:  

Let n be a positive integer which satisfies        . 

Therefore for any positive integers and such    that    
           then     

         . 

Proof: 

The  number     can be written as             , where r 
is a non-negative integer , then by applying Euler’s Congruence the 

following result is found  

    
                                           
        , is true since (a,n)=1 and a is a positive integer.  

Consequently if        and             is a system of 

reduced residues(mod n) then the numbers   
    

       
  are also 

reduced residues.  

The special case        tells us that the     powers may 

not all be distinct (mod n).  
However according to the lemma that " n is a positive integer 

and (a,n)=1. If s and    are positive integers such that      
           then     

          "[4].  

The     powers are distinct  (mod n),(      )    , for     

powers that is distinct (mod n) then   
    

         and 

(      )    , also by the Theorem " if (a,n)=1 then there is an   

such that             any two such   are congruent  (mod n) if 

       , then there is no such   " [4].  

The positive integer    such that                 is 

determined, after that the lemma: 
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This implies that      and the numbers   
    

       
   are 

distinct (mod n) only if, (      )   , as a result if (      )     

the map      permutes the reduced residues  (mod n) then the 

further map      is the inverse permutation.  

6 -1- The RSA Algorithm:  

The RSA cryptosystem uses the following algorithm:  

1- There are two positive integers of the public section of the 

key pair:  

 N which is the modulus such as n-bit key. 

 E which is public exponent. 

2- There are positive integers of the private portion: 

 P is a prime number. 

 Q is a prime number.  

 N is a modulus that derived from P and Q.  

 E is the public exponent.  

 D is a private exponent.  

6-2- Description of the Algorithm: 

In the public key cryptography algorithm the expression with 

exponentials is used.  

The message is encrypted in blocks, where each block has a 

binary value which is less than n, namely the size of block is less 

than or equal to         . So           where the block size is 

k+1 bits, the following form illustrates the Encryption and 

Decryption:  

            

                       

Where A is a plaintext block and B is a cipher text block.  

In particular, the value of n must be known by Ala (sender) 

and Fatema (receiver), the value of e is known by Ala, whereas the 

value of d is only known by Fatema.  

Consequently the public key is Pub={e,n}, while the private 

key is i={d,n} , with the RSA algorithm [5]. 
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7-RSA Key Generations:  

The algorithm of RSA is broken into two portions which are 

explained by the assumption that Ala wants to send a message to 

Fatema:  

A- RSA key Generation:  

1. Two huge random prime numbers are generated by Fatema, such 

that      and are nearly the same size. 

2. She calculate        and                  , where 

the integer    is Fatema’s RSA modulus. 

3. The random     is selected to satisfy           and 

(      )    , where the integer   is Fatema’s RSA 

enciphering exponent. 

4. The extended Euclidean algorithms are used, where Fatema 

computes the integer, where          , which satisfies 

              . 
5. The integers       are published while        and      ,are 

kept secret . 

Thus these items are dependent items. If one of them is 

known the remainder can be determined.  

As a result, Fatema’s RSA public key is        and her RSA 

private key is   , where the integer    is Fatema’s RSA deciphering 

exponent [14].  

B- RSA Correctness Theorem 

This is an important theorem related to inverse 

transformation of the RSA algorithm which says that the original 

message is recovered by decrypting an encrypted one .  

                       , where        
          and                 . . [12]  

Proof:  

The left hand side becomes    (      )  (      )
 
     n) = 

                       . 

Which is equal to   , the requirement is that:  
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                   , since                , this 

yields to:  

                , where K is an integer.  

Recall that       , we must first calculate for modulo   

or   ,so there are two cases:  

1-           , this implies 

                          .  

According to the Fermat’s Little Theorem we have:  

                     , so              .  

            , this implies that              
         ,"if   is divisible by   ,the power of   is divisible by   

"[12].  

Therefore,                  , similarly    
                ,  

According to the Chinese Remainder Theorem ,      
        .  

Example 2:  

If the two prime numbers of Ala are     and     ,then 

she find            , after that she chooses numbers 

which are relatively prime to                 ,so       
      , therefore is a good choice, thus the public key is 

{35,11}, so Fatema is told the public key . Now Fatema can encode 

a message to Ala ,  , if  the message is the number      , the 

value   which satisfies             is calculated by Fatema , 

so                   , therefore the number 11 is the 

encoding message. Now Ala wants to decode it, so the number    

which satisfies                , must be found by Ala .  

             , this implies that      , since    
                         . 

Then Ala must determine                         . 

Initially Ala found this hard but she noticed that         , so 

                    , therefore the separate modulo 

calculation is determined:  

             ,and                 .  
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Consequently, the final result is               
               

 8-Definition:( Elliptic curve cryptography )  

An elliptic curve               , k is a field of 

characteristic not equal to two or three.  

In addition, different values of A and B which belong to k 

give different elliptic curves, the points          which are 

solutions of    equation together with an infinite point, from the 

elliptic curve.  

A point in the curve represents the public key while a random 

number represents the private key.  

Therefore, the domain parameter of elliptic curve 

cryptography consists of the creator point G and the parameters A 

and B [16], [17]. 

9- Discrete Logarithm Problems (DLP):  

 The security of ECC depends on the difficulty of ECDLP, 

(elliptic curve discrete logarithm problem).  

Points on EC such that          , where   is a scalar, here 

if   huge number   " is the discrete logarithm of    to the base    

"[18].  

Consequently, point multiplication is involved in ECC. 

 10- Point Multiplication:  

Here we multiply the point     which is on an Elliptic curve 

by a scalar   to have the point    on same EC (       .  

There are two operations of EC to achieve point 

multiplication.  

1- Two points    and    are added to have new point       
   in point addition.  

2- The point    is added to itself to have        in the point 

doubling [16],[18].  
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Example 3:  

Suppose that there is a point    on an Elliptic curve and 

another one     obtained from multiplying the scalar   in the first 

one on EC, so we need to find        .  

 

Let      this implies that 

            (         )    . 

Therefore, the operations 1 and 2 are repeated to get the 

result, also this method is referred as "Double and Add".  

11-Point Addition:  

Addition of points    and     on the EC lead to point    on 

this curve representing point addition. 

 11-1-Geometrically:  

Figure1 (1a and 2a) illustrate the points   and   on the 

Elliptic curve, where there is another point     that comes from the 

intersection of the line which is based through the points    and    

where        on the EC. This gives us another point    that 

comes from the reflection of     on x-axis, this is yield to    
      which is on Elliptic curve.  

On the other hand, the figure tells us that there is a point O at 

infinity that comes from the case when        consequently, 

         O ,where point O is defined as the additive identity of 

the EC group.  

 
Point addition [18]. 
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11-2-Analytically:  

If the points             and             are considered 

then the point            is a result of       ,after that 

            and                 where   
     

     
   

define the slope that comes from the line through   and    .   

There is another case that is when        , so      = O 

, while the case when        give us           .  

Furthermore, the case             is true [18].  

12-Point Doubling:  

The point    adding to itself on the Elliptic curve is called 

point doubling such that       .  

12-1- Geometrically:  

The figure (1b ) shows that a point    is considered on the 

EC, then        is found, also there is a point     which comes 

from the intersection from the tangent line at point    and EC, this 

situation happens if the y coordinate of    is not zero and the 

reflection of this point with the x-axis give us the point where .  

Whereas figure (2b) illustrates that " if the y coordinate of the 

point is zero then the tangent at this point intersects at a point at 

infinity O, so     = O, when      " [18].  

 
Point doubling [18]. 
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12-2-Analytically:  

If the point is                     considered we have 

                   then           and        
         where    

   
   

   
, is the tangent at    and A is the 

EC’s parameter. There is a special case when      that      O; 

it can be noticed that these operations are done regarding the real 

numbers, but because of slowness and inaccuracy on the EC the 

finite fields are defined [18]. 

13-Finite Fields:  

It is proposed to make operations on the EC more efficient, 

accurate and faster, thus there are two finite fields that are defined 

over the ECC.  

1- Prime field    .  

2- Binary field    
 .  

So we chose the field with finitely huge numbers of points 

that are suitable for cryptographic operation. 

Here the affine coordinate system is presented which is a 

normal coordinate plane except that the point         is 

represented by a vector see [18]. 

14-Theorem:  

There is          a group structure on EC,  Γ with O 

element that is a point at infinity and for any line    in          
            we have           O. 
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         group is a mathematical structure which consists of a set 

A with a group operation (i.e. (A , 0)), the (A,0) should satisfy the 

axiom of closure , associative , identity and inverse ,together with 

the property that if         then         [17].  

Furthermore, if we have the group       then the encryption 

and decryption process for the message M is as follows:  

 
       
→                 (  times multiplying).  

 
       
→                  (  times multiplying) where 

  and   are a public and private keys respectively and     
         for example in RSA the group A is that:  

                , where   and   are large prime.  

On the other hand, if we have the group (A, +) then:  

 
       
→                    times addition) 

 
       
→                   (  times addition) and 

also .  

15-Advantage and Disadvantage of ECC compared with RSA 

cryptography:  

1- The main advantage for ECC is that the secure key size of 

ECC is smaller than the RSA key size with a 160 bit and a 1024 bit 

key respectively [18]. 

The following table also illustrates the key size comparison 

of MIPS years required for one key to be recovered, where MIPS 

means a million instructions per second [20].  

RSA/ECC key size ration Time to break in MIPS years 
1:5     
1:5     
1:5      
5::5      
11:5      

 

Key size equivalent strength comparison [15] 

2- A disadvantage of ECC is that ECC requires a system of 

parameters, while RSA does not.  
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3-The similarity is that both ECC and RSA have both a 

public and a private key but the computation is different [24].  

4-ECC is hard for an attacker to break.  

5-ECC is more efficient than RSA. 

6- One main disadvantage is that ECC has complicated 

algorithms. 

Example 4: 

Explain point addition and doubling on the Elliptic curve  

           over the field    then perform an encryption and 

a decryption for the public key     , private key      and the 

plain text         .  

First, let us find the point that satisfies the EC equation; so 

there are seven points on this curve which are in the group where 

the table below shows that: 

  0 1 2 3 4 

           1 4 3 4 3 

 
1 

4 

2 

3 

- 

- 

2 

3 

- 

- 

 

                        

Where      implies that      ,1(mod 5) =1 and 

            . 

     implies that                     .  

Consequently,          group is (0,1) , (0,4) , (1,2) , (1,3) , 

(3,2) , (3,3) and O (infinity point).  

In addition, every point has an inverse point such that: 

(0,1)=-(0,4), (1,2)=-(1,3), (3,2)=-(3,3) 

Now point addition can be explained as following: 

Let          and          then         to 

determine this point we need to find the line that passes through 

both points   and   so this line is        , where   
     

     
  , then by substituting one of the points   or    we will 

have     therefore the line is        now we will examine 
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which point from abilian group satisfies this line to be the third 

point so ,         where                 .  

In conclusion,                         .  
Then point doubling is calculated as following:  

Let          , we need        , in the point doubling we 

need to calculate the tangent line so, by differentiating the elliptic 

curve equation with respect to   to have   
  

  
       then  

  

  
 

     

  
  this equation at (0,1) implies that 

  

  
   , therefore, the 

line is       where the point (1,2) satisfies it so ,       
             .  

Finally, we will explain the encryption and decryption stage 

by the following steps: 

 We have     so    , is a good choice because    
        , for         the encrypted process is       
                                    [ by using the 

previous result in point addition and doubling].  

Encoding message is        . 
 Now let us decrypt it so,               . 

               , so we need a tangent line which is  

  
  

  
       , at the point (3,3) we have 

  

  
    therefore , the 

tangent line is        and (0,1) lies on it this yield to    
                          then          .  

Finally 5c=-(0,4) [since              and      lie on   
     ] 

                   

[The original plain text]. 

16- Conclusion:  

This project has presented RSA cryptography to demonstrate 

that the prime numbers   and   used in the RSA algorithm must be 

large to make this system secure. In addition, it illustrates that RSA 

is widely used in real life and it is asymmetric, which is better than 

the old system (symmetric cryptography) that uses only one key to 

encrypt and decrypt messages. Whereas, RSA has two keys public 
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and private keys, as a result to break RSA algorithm is more 

difficult than another schemes such as symmetric one.  

These issues are explained by a short comparison between 

public and secret keys.  

Also this research is supported by strong theorems such as 

the Chinese reminder theorem that is used in RSA cryptography. In 

the final part of the project, ECC was defined over the field; to 

summarize this paper, ECC is more efficient than RSA, although its 

mathematical operations are more complicated than those of RSA. 

This research could be extended to more advanced investigations of 

ECC, in order to obtain a more secure system. 
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